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Unit No. Learning Objective Lecture No. Topics to be Covered
II Data Privacy Attacks, 1 Detailed Study of Data Privacy
Cryptography and Data Techniques (Part 1)
Protection 2 Detailed Study of Data Privacy
Techniques (Part 2)
3 Introduction to Data Privacy Attacks
4 Types of Data Privacy Attacks (Part 1)
5 Types of Data Privacy Attacks (Part 2)
6 Introduction to Cryptography
7 Introduction to Data Protection
8 Requirement of Cryptography and
Data Protection
9 Introduction to Type of Attacks
10 Data Breaches on Data Privacy
11 Type of Attacks on Data Privacy
12 Data Breaches on Data Privacy
13 Impact of Data Breaches / Attacks
14 Symmetric encryption
15 IAsymmetric encryption
16 Introduction to Hashing
17 Hashing and its Types
18 Introduction to digital signatures

19

Revision




Unit TOPICS
| Introduction to Data Privacy and Privacy Regulations: Notion of data privacy, Historical
context of data privacy, Types of sensitive data, Privacy laws and regulations.

Il Data Privacy Attacks, Cryptography and Data Protection: Type of Attacks/ Data Breaches
on Data Privacy, Impact of Data Breaches / Attacks, Introduction to cryptography,
Symmetric and asymmetric encryption, Hashing and digital signatures.

111 Data Collection, Use and Reuse: Harms Associated with Data collections, use and reuse,
Introduction to data anonymization, Data Anonymization Techniques for anonymizing
data, Challenges in anonymizing data
Ethical considerations in Data Privacy: Privacy and Surveillance, Ethics of Data

v Collection and Use, Bias and discrimination in data analysis
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1. 1. Ronald Leenes, Rosamunde van Brakel, and Serge Gutwirth: Data Protection and
Privacy: The Age of Intelligent Machines, Hart Publishing, 2017.

2. Naavi: Personal Data Protection Act of India (PDPA 2020): Be Aware, Be Ready and
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Assessment Scheme

S.No. |Component Marking Total Marks
Scheme
1 Internal Assessment 30
o Assignment/Quiz/Project/Presentation |12
12
@ Class Test
6
@ Attendance
2. Practical 50
@ Continuous Assessment 20
. . 20
@ End Term Written/Practical Exam
10
® Viva
3. End Semester Examination 90




